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Introduction

Introduction

Password Policy Enforcer is an advanced password filter for Windows.
This Evaluator's Guide shows you how to quickly install, configure, and
test PPE. You should read this guide if you are evaluating PPE, or if you
are using PPE for the first time.

Password Policy Enforcer helps you to secure your network by ensuring
that users choose strong passwords. When a user chooses a password
that does not comply with the password policy, PPE immediately rejects
the password and explains to the user why their password was rejected.

Change Password x|

't Your new password was rejected because it does not comply with the password policy.
= ‘Your passwaord was rejected because it:
- did not contain at least 3 of the following character types:
- upper alpha
- lower alpha
- MUMEric
- special
- did not contain at least 7 charackers

Unlike password cracking products that check passwords after they are
accepted by the operating system, PPE checks new passwords
immediately to ensure that weak passwords do not jeopardize network

security.

You can also use PPE to ensure that passwords are compatible with
other systems, and to synchronize passwords with other networks and

applications.

The PPE Administrator's Guide contains additional installation and
configuration information.

Password Policy Enforcer Evaluator's Guide


http://www.anixis.com/products/ppe/adminguide.pdf

Preparing a Computer for the Evaluation

Preparing a Computer for the Evaluation

You only need one computer for the evaluation, a Windows 2000, 2003,
or 2008 domain controller. Prepare your test computer by installing
Windows on it, and promoting it to a domain controller.

Disable the Windows Password Policy Rules

If you enable both the PPE and Windows password policy rules at the
same time, then users will have to comply with both sets of rules. There
is no technical problem with doing this, but it is not recommended during
the evaluation because you will change your password many times. If
the Windows password policy rules are enabled during your evaluation,
they may stop you from using the same password more than once, or
from changing your password more than once a day. To disable the
Windows password policy rules:

1. Use the Group Policy Management Console, or Active Directory
Users and Computers snap-in to display the GPOs linked at the
domain level.

Right-click the Default Domain Policy GPO, and then click Edit.
Expand the Computer Configuration, Policies (Server 2008 only),
Windows Settings, Security Settings, Account Policies, and
Password Policy items.

Double-click Enforce password history in the right pane of the
GPO Editor. Type 0 in the text box, and then click OK.

Repeat the previous step for the Maximum password age,
Minimum password age, and Minimum password length policies.
Double-click Password must meet complexity requirements in the
right pane. Select the Disabled option, and then click OK.

Close the Group Policy Object Editor.

wnN

"{fi Group Policy Dbject Editor

File Action iew Help
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=lolx|

E@ Computer Configuration
| B[] Software Settings
[ Windows Settings
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-5 Security Settings
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Policy Setting |
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MaX|mum password age

Minimum password age

Minimum password length

Password must mest complexity requirements

0 passwords remembered
a

0 days

0 characters

Disabled

Sture passwords using reversible encryption
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Disabled

e A pennat

Execute the following command to force an immediate refresh of Group
Policy on the domain controller:

Windows 2000: secedit /refreshpolicy machine_policy

Windows 2003 and 2008: gpupdate /target.:computer
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Preparing a Computer for the Evaluation

Create Test Accounts

Create two domain user accounts for the evaluation, PPETestUser and
PPETestAdmin. Make PPETestUser a member of the Domain Users
group, and PPETestAdmin a member of the Domain Admins group.

New Object - User x|
ﬁ Createin:  anixis.net/Lsers

First name: IF'F'E Test User Initials:

Last name: I

Full name: IPPE Test Ugear

User logon name;
IF’F’ETeslUssl I@anixis niet j

User logon name [pre-windows 2000
Janiss [PPETestlser

< Back I Mest > I Cancel
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Installing PPE

Installing PPE

You can install PPE manually, or you can automate the installation with
Group Policy. The instructions below show you how to install PPE
manually, as this is the fastest option for a small network.

Refer to the PPE Administrator’'s Guide if you would like to learn how to
install PPE with Group Policy.

Installing PPE does not extend the Active Directory schema.

1. Start the PPE installer (PPE60.exe) on the domain controller.

2. Read the license agreement carefully, and then click Yes if you
accept all the license terms and conditions.

3. Select the Express option, and then click Next.

Password Policy Enforcer QuickStart Wizard 5'

Setup Type
Select the desired zetup type, and then click Mext.

% Express

Select Express Setup if you are evaluating Passward Palicy Enfarcer,
or instaling PPE onto a small production network, T'ou should install
FPE an every domain controller if pou select this optian.

i Advanced

Select Advanced Setup if you are installing Password Policy Enforcer
onto & medium to large network. Thiz option automatically installs PPE
on every domain contraller. 1t will take you approzimately 15 minutes
to set up the automated installation.

HRead the Evaluator's Guide if you are installing PPE for the first time.

Evaluator's Guide Administrator's Guide

< Back | Neut > I Lancel

4. Click Next to install PPE.
5. Click Yes when asked to restart the computer.

Install PPE on every domain controller in your test network.

The Password Policy Client is an optional PPE component that helps
users to choose a compliant password. You do not have to install the
Password Policy Client to enforce a PPE password policy, but installing
the PPC will make it easier for users to choose a password.

Repeat the installation steps above on any Windows clients or
workstations in your test network if you would like to evaluate the
Password Policy Client.

The PPC does not replace or modify any Windows system files, and you
can install it with Group Policy on your production network.
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Creating a Password Policy

Creating a Password Policy

You are ready to create your first PPE password policy. To create a
password policy with the PPE management console:

1. Click Start > [All] Programs > Password Policy Enforcer 6 >
PPE Configuration to open the PPE management console. Click
Yes when asked if you would like to create a new PPE configuration.

Password Policy Enforcer x|

i:) A Password Policy Enforcer configuration does not exist for the anixis.net domain,
-
4
Click Yes if wou are configuring PPE For the first time and would ke to create a

new configuration, otherwise click Mo and try again after Active Directary has
replicated the existing PPE configuration.

= 1_w |

2. Click the Policies item in the left pane of the management console,
and then click New Policy in the right pane.

New Policy x|

Mew palicy name:

|Users

Copy settings fram:

| =l
Ok I Cancel |

Type “Users” in the New policy name text box, and then click OK.
The Policy Properties page appears. Click OK, and then click No
when asked if you would like to assign users to the policy.

5. Click the PPS item in the left pane of the management console, and
then click PPS Properties in the right pane.

> w

PP5 Properties il

General IE-maiI I Licensel

@Ef Password Palicy Enfarcer is enabled,
=

Disable PFE |

[~ Do not check admin/helpdesk password resets
¥ Log event when password not checked by PPE
Jable

[~ Use version 3 Chargcka _... iag

Default Policy:

T TR P

6. Choose the “Users” policy from the Default Policy drop-down list,
and then click OK.
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Configuring Policy Rules

Configuring Policy Rules

You will now configure the Users policy to enforce the following rules:

w N

No

8.
9. Select the Enabled check box, and then click OK.

Password must contain at least seven characters.

Password must contain at least one lowercase alpha character.
Password must contain at least one uppercase alpha character.
Password must not be similar to the user’s logon name.
Password must not exist in a dictionary of common passwords.

Click the Users policy in the left pane of the management console to
display the policy’s rules. Rules are displayed in the right pane.

T PPE Management Console _ 1O x|

Eile  Action Miew Help ‘

£ Passward Policy Enforcer
PPs
POl

Age (Max) Age (Min) Character Chatacter Chatacters
(First) (Last) (alpha Lower)

Characters Characters Characters Characters Chararters
{Alpha Upper) (Alpha) {High) (Mumeric) (Special)

Complexity Dictionary Histary keyboard Length
Pattern

Repeating  Similarity Unique  UserDisplay  User Logon
| Characters Characters Name Name

Rules

Double-click the Length icon.
Select the Enabled check box, and then click OK.

Double-click the Characters (Alpha Lower) icon.
Select the Enabled check box, and then click OK.

Double-click the Characters (Alpha Upper) icon.
Select the Enabled check box, and then click OK.

Double-click the User Logon Name icon.

10. Double-click the Dictionary icon.
11.Select the Enabled check box.
12.Click Browse, select Dict.txt from the \Program Files\Password

Policy Enforcer\ folder (\Program Files (x86)\Password Policy
Enforcer\ on Windows x64), and then click Open.

13.Click OK.
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Testing the Password Policy

Testing the Password Policy

PPE is now enforcing the Users policy for all domain accounts. You can
test policies from the PPE management console, the Windows Change
Password dialog, or the Active Directory Users and Computers snap-in.

PPE Management Console

This is often the best way to test password policies because it allows
you to see how PPE analyzes passwords. To test password policies
from the PPE management console:

1. Click the Policies item in the left pane of the management console,
and then click Test Policies in the right pane.

Test Policies x|

User name: IPPETestUsar Test I
Cld Password: I

ews Passward: IPPETestl | Rejected

Results | Lag |

Character (First)
Character (Last)
Characters {Alpha Lower)
Characters {Alpha Upper)
Characters {Alpha)
haracters {High)
Characters {Mumeric)
haracters {Special)
Complexity

Dictionary

Kevboard Pattern

Length

Repeating Characters
Similarity

Unique Charackers

User Display Mame

User Logon Name

[V Test passwords as I bype Clase

0000 OROOO00RKD

2. Type a user name in the User name text box, and a password in the
Old Password and New Password text boxes.

3. The PPE management console tests the password by simulating a
password change, but it does not change the user’s password.

The PPE management console displays “Accepted” beside the New
Password text box if the new password complies with the PPE
password policy, or “Rejected” if it does not comply. Detailed test results
appear in the results panel below the New Password text box.

Click the Results tab to view the test results for each rule. The check
boxes show which rules the new password complied with, and which
rules it did not comply with.

Rule disabled, or not tested.
v/ Dictionary Rule enabled, password complies with rule.
Dictionary Rule enabled, password does not comply with rule.
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Testing the Password Policy

Click the Log tab to view PPE’s internal event log. The event log
contains valuable troubleshooting information that helps you to
understand why PPE accepted or rejected a password.

Policy testing simulates a password change, but it may not always
reflect what happens when a user changes their password. The PPE
Administrator’'s Guide explains why.

Windows Change Password Dialog

This is how most users change their password. Testing password
policies from the Windows Change Password dialog is useful because it
allows you to see what your users see. To test password policies from
the Windows Change Password dialog:

1. Pressthe CTRL + ALT + DEL keys.
2. Click Change Password...

Change Password

I

Capyright & 1885-2003 Micrasolf Corparation

Passwords used on this network must comply with the rules set out ;I
below, IF your new password does nak comply with all these rules, the
system will reject it and vou will need to choose a different password,

Your new passwaord must:
- nok be similar to your logon name
- nok be similar ko ather cammonly used passwords
- contain an upper alpha character
- contain a lower alpha character
- contain at least 7 charackers

I7]
User name: | PPETestUser
Log on to: | AMIEIS |
Qld Password: I
Mew Password: |
Confirm New Password: I
Cancel |

3. Type a user name in the User name text box, and passwords in the
Old Password, New Password, and Confirm New Password text
boxes.

4. Click OK.

You probably noticed that the Change Password dialog looks different
after installing PPE. The Password Policy Client displays the password
policy in a panel above the User name text box. This allows users to
see the policy as they choose their password.
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Testing the Password Policy

The Password Policy Client also changes the message that users see
when their password is rejected. The Windows Password Rejected
message (left) is very complex, and does not tell users which rules they
failed to comply with. The PPC message tells users exactly which rules
they did not comply with.

x ﬂ
The password supplied does not meet the minimum complexity requirements, Please ‘Your new password was rejected because it does nat comply with the passward policy.
T\ select anather password that mests all of the folloving crteria: s t lsast 7 characters; AN
has naot been used in the previous 24 passwords; must not have been changed within Your password was rejected because it:
the last 1 days; does not contain your account or full name; contains at least three of - was similar ta your lagon name
the Follawing Four character groups: English uppercase characters (4 through 2); English
lowercase characters (a through 2); Mumerals (0 through 9); Non-alphabetic characters B 3
(such as |, §, #, %). Type a password which meets these requirements in both text
boxes,

You do not have to install the Password Policy Client to enforce a PPE
password policy, but installing the PPC reduces user frustration and
helpdesk calls. Studies show that password problems account for a
large percentage of helpdesk calls, so making it easier for users to
choose a compliant password will reduce operating costs.

The V6.0 Password Policy Client does not install a GINA DLL or modify
any Windows system files.

Active Directory Users and Computers

This is how administrators and helpdesk operators often change user
passwords. In fact, the Active Directory Users and Computers snap-in
does not change passwords; it resets them. This is an important
distinction because a password reset is:

e Restricted to privileged users.
e Performed without knowing the existing password.

PPE’s default configuration treats password resets just like password
changes, but you can configure PPE so that reset passwords are not
required to comply with the password policy. To test password policies
from the Active Directory Users and Computers shap-in:

1. Start the Active Directory Users and Computers snap-in.

2. Right-click a user object, and then click Reset Password...

3. Type a password in the New Password and Confirm Password
text boxes.

4. Click OK.
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Testing the Password Policy

The table below contains some sample passwords and expected test
results for the Users policy. Try to change the PPETestUser account
password to confirm that PPE is enforcing the password policy correctly.

The Active Directory Users and Computers snap-in does not tell you
why a password was rejected. Use the PPE management console, or
the Change Password dialog to see this information.

Password Result | Reason

AbdF6 Rejected | Does not contain at least 7 characters
abd65fgo Rejected | Does not contain an upper alpha character
ABDG65FGO Rejected | Does not contain a lower alpha character
PPETestl Rejected | Similar to user logon name

Aardvark Rejected | Similar to word in dictionary file

tseTEPP Accepted

kravdraA Accepted

Aardv@rk Accepted

PPE accepts the last three passwords because they comply with the
password policy, but this highlights some weaknesses in this policy.

e tseTEPP is part of the user logon name with the characters reversed.
e kravdraA is Aardvark with the characters reversed.
e Aardv@rk is Aardvark with an @ substituting an a.

These three passwords are only marginally stronger than the rejected
passwords. The next section will show you how to improve this
password policy.

E-mail support@anixis.com if PPE is not working as expected, and we
will help you to resolve the problem.
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Improving the Password Policy

Improving the Password Policy

PPE rules have properties that control how PPE enforces each rule. You
can improve the effectiveness of the Users policy by enabling “character
substitution detection” and “bi-directional analysis”.

When character substitution detection is enabled, PPE searches new
passwords for common character substitutions. For example, a user
may replace an S with a $. If a password only complies with the policy
because of the substitution (i.e. the substitution was required to make
the password compliant), then PPE rejects the password.

Bi-directional analysis tests passwords with their characters reversed to
stop users from circumventing a rule by entering a weak password
backwards. For example, a user may try to use “drowssapym” instead of
“mypassword”.

To enable the character substitution detection and bi-directional analysis
properties for the Users policy:

1. Click the Users policy in the left pane of the management console.

2. Double-click the User Logon Name icon.

3. Select the Detect character substitution and Bi-directional
analysis check boxes, and then click OK.

4. Double-click the Dictionary icon.

5. Select the Detect character substitution and Bi-directional
analysis check boxes, and then click OK.

Test the improved Users policy with the weak passwords that were
previously accepted. PPE should reject all of them.

Password Result Reason

tseTEPP Rejected | Similar to user logon name
kravdraA Rejected | Similar to word in dictionary file
Aardv@rk Rejected | Similar to word in dictionary file
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Enforcing Multiple Policies

Enforcing Multiple Policies

PPE can enforce up to 256 password policies in each domain. You can
assign policies to users directly, or indirectly through Active Directory
security groups and containers (Organizational Units). To create another
password policy:

1. Click the Policies item in the left pane of the management console,
and then click New Policy in the right pane.

New Policy |
Mew palicy name:
|Rdmins
Copy settings fram:
IUsars ﬂ
Ok I Cancel |

2. Type “Admins” in the New policy name text box, and choose the
Users policy from the Copy settings from drop-down list.
3. Click OK to create the policy, and then click the Assigned To tab.

=
General  Assigned To IPassphrases I IMessages |
Users:
Add... |
Remove |

Groups:

ST e e A apeen s T

4. Click the Add... button beside the Groups list.
5. Type “domain admins” (without quotes), and then click OK.

Policy Propetties x|
General Assigned To |Passphrases | Messages |

Users:
Add,..
Remove |

Groups:

Domain Admins <= add. ..

T g e AT et ot e e

6. The Domain Admins group should appear in the Groups list. Click
OK to close the Policy Properties page.
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Enforcing Multiple Policies

Members of the Domain Admins group must now comply with the
Admins policy. All other users must comply with the Users policy.

The Users and Admins policies are currently enforcing identical rules, so
change the minimum password length for the Admins policy to nine
characters:

1. Click the Admins policy in the left pane of the management console.
2. Double-click the Length icon.
3. Choose 9 from the at least drop-down list, and then click OK.

Use the PPE management console, the Windows Change Password
dialog, or the Active Directory Users and Computers snap-in to test
password changes for the PPETestUser and PPETestAdmin accounts.
PPE should enforce the Users policy for PPETestUser, and the Admins
policy for PPETestAdmin.

Change Password Change Password
Capyright @ 1885-2003 Microsall Corparatien i Capyright @ 1885-2003 Micrasall Corparatien
Passwords used on this network must comply with the rules set out ;l Passwords used on this network must comply with the rules set out ;l
belaw, IF your new password does nak comply with all these rules, the below, IF your new password does nak comply with all these rules, the
syskem will reject it and you will need ta choose a different passward. syskem wil reject it and vou will need ta choose a different passwaord.
Your new password must: ‘Your new password must:
- nok: be similar to your logon name - not be similar to your logon name
- not be similar ka ather commonly used passwards - nok be similar ko ather cammonly used passwords
- contain an upper alpha character - contain an upper alpha character
- contain a lower alpha character - conkain a lower alpha characker
- contain at leask 7 charackers - tontain at least 9 characters
[ L]
—— —
User name: @TES'IUSEF User name: FPETestAdmin
Logan ko | ANIXIS =l Log an to: | ANIXIS =l
Qld Password: | 0ld Password: |
Mew Password: I ew Password: I
Confirm Mew Passward: I Confirm New Passwaord: I
cwel_| cwet_|

The PPC displays the correct policy for each user when the cursor
leaves the User name text box.

The PPE Administrator’'s Guide contains more information about policy
assignments, and how PPE resolves policy assignment conflicts that
occur when more than one policy is assigned to a user.
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Conclusion

Conclusion

Congratulations! You have successfully installed, configured, and tested
Password Policy Enforcer. This brief guide has introduced you to PPE,
but PPE can do much more.

You can enforce almost any password policy imaginable with PPE’s
comprehensive rules, customize the Password Policy Client messages
in 31 languages, and even synchronize passwords with other systems
and applications.

PPE can integrate with ANIXIS Password Reset, a self-service
password management system that allows users to change their
password, reset a forgotten password, or unlock their account without
calling the helpdesk.

Visit our web site www.anixis.com to learn more about PPE, PPE/Web,
and ANIXIS Password Reset.

43 ANDAS Password Reset - Microsoft Internet Explorer i =] |

File Edit View Favorites Tools Help ‘ :,'

W Back - &3 - [#] [2] o | - Search 77 Favorites 4 | - LB |Links *
B

ANIXIS Password Reset

Welcome to ANIXIS Password Reset. This system allows you to change your password and
unlock your account, even if you have forgotten your password.

Enroll

¥ou must enrall into this system before you can use it to reset your password or
unleck your account. Enrcllment is a one-time process and takes only a few minutes.
Enroll now

s
\ >
N
Reset
Select this option if you have forgotten your password and would like to reset it.
Reset password

Unlock
Your account may become locked if the wrong password is entered too many times
| | | during logon. Select this option to unlock your account. Unlock account

. § Change
ﬁ_} Select this option if you know your current password and would like to change it.
Change password

=
[i€] Done T T T (@stedstes

ANIXIS Password Reset main menu
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